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Part - A 
Max.Marks:20

Answer all QUESTIONS. EACH QUESTION CARRIES 2 MARKS.
1.
List five security principles. 

2. 
Mention formulae of encryption and decryption in RSA.

3.
Why PGP is used. 

4.
List the applications of IPsec.

5.
Name the advantages of S/MIME over SMTP.

6.
What is a Firewall?
7.
What is Integrity and mention the name of attack on integrity. 

8.
Explain confidentiality in PGP. 

9.
Explain about Application level gateway. 

10.
What is an access control matrix?

Part – B
Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
1 a. 
Explain in detail about Security services. 

   b. 
Briefly discuss about Security mechanisms. 
2. a. 
Explain in detail about SHA-1 

    b. 
Discuss in detail about Digital signature Standard
3. a. 
Explain RSA algorithm with an example.

 b. 
Write about cipher block modes of operation.
4 a. 
Briefly discuss about IP Security Architecture. 

   b. 
Discuss in detail about Authentication header and encapsulating payload in IP 
security. 
5.a. 
Differences between Secure socket layer and Transport layer security. 
   b. 
Explain in detail about Payment processing in SET.
6.a.
Explain intrusion detection systems.
b.
Explain trusted systems.
7 a. 
Discuss in detail about Kerberos.
   b. 
Explain in detail about dual signature in SET.

8. a. 
Explain Diffie-Hellman algorithm.

b. 
Explain the concept of dual signature with a neat diagram.
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